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	Reason for change:
	The threats related to high-priority algorithm selection in the P-CSCF needs to be added. If the P-CSCF does not select the highest priority algorithm combination on its own list which is also supported by the UE to protect the messages between the P-CSCF and the UE, the new P-CSCF could end up using a weaker algorithm forcing the system into a lowered security level making the system easily attacked and/or compromised.

	
	

	Summary of change:
	Adding threats related to high-priority algorithm selection in the P-CSCF

	
	

	Consequences if not approved:
	No reference of threats related to high-priority algorithm selection in the P-CSCF
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[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the Change ****************

[bookmark: _Toc19783319][bookmark: _Toc26887103][bookmark: _Toc35533741]X.Y.Z	Threats related to set-up of security associations
[bookmark: _Toc19783320][bookmark: _Toc26887104][bookmark: _Toc35533742]X.Y.Z.1	High-priority algorithm selection
-	Threat name: High-priority algorithm selection
-	Threat Category: Tampering of data, Information Disclosure, Denial of Service
-	Threat Description: If the P‑CSCF does not select the highest priority algorithm combination on its own list which is also supported by the UE to protect the messages between the P‑CSCF and the UE, the P‑CSCF could end up using a weaker algorithm forcing the system into a lowered security level making the system easily attacked and/or compromised. 
-	Threatened Asset: IMS signalling 
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